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EP15
Battlefield update

(OSINT)– Open Sourced Intelligence Briefing
Battlefield Update: Kevin Freeman meets with Adam Kraft (West Point grad, Major, US 
Army, ret., former DIA officer, and CEO of ASOG – Allied Special Operations Group) 
for a brief review of cyber, energy, and political activities happening around the 
world. 

» Mid- and small-size businesses are no longer exempt. They have become targets 
with greater frequency.

» There is increased activity with greater focus on E-commerce, mid-size banking, 
and obtaining personal information even using creative means (e.g. hacking 
Marriott).

» Alerts have gone out from Infragard, Homeland Security (DHS), and FBI. 

CYBER ATTACKS ARE RAMPING UP.
IS THIS PRECURSOR TO A MAJOR ATTACK? 

https://www.economicwarroom.com
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» Dan Coats, U.S. Intel Chief, says we are facing 
a cyber 9/11. Coats warns of devastating cyber 
threat to U.S. infrastructure - Reuters July 2018 / 
Jonathan Landay  

https://www.reuters.com/article/us-usa-russia-cyber-coats/u-s-intel-chief-warns-of-
devastating-cyber-threat-to-u-s-infrastructure-idUSKBN1K32M9

 
 WASHINGTON (Reuters) - The U.S. intelligence 
chief warned that the threat was growing for 
a devastating cyber assault on critical U.S. 
infrastructure, saying the “warning lights are 
blinking red again” nearly two decades after the 
Sept. 11, 2001, attacks. 

 
 Russia, China, Iran and North Korea are launching daily cyber strikes on 
the computer networks of federal, state and local government agencies, 
U.S. corporations, and academic institutions, said Director of National 
Intelligence Dan Coats. 

(OSINT)– Open Sourced Intelligence Briefing
Open Sourced Intelligence Briefing - Kevin Freeman, CFA and Maj. Adam Kraft (ret).

https://www.reuters.com/article/us-usa-russia-cyber-coats/u-s-intel-chief-warns-of-devastating-cyber-threat-to-u-s-infrastructure-idUSKBN1K32M9
https://www.reuters.com/article/us-usa-russia-cyber-coats/u-s-intel-chief-warns-of-devastating-cyber-threat-to-u-s-infrastructure-idUSKBN1K32M9
https://www.economicwarroom.com
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» Adam Kraft worked on the inside of DIA in 
conjunction with NSA and other agencies. He 
discusses the geo footprint: The Grid, the 
markets, and all facets of how the planet works 
that could be unraveled through Cyber attacks.

» Successful cyber attacks could have a massive 
impact on our lifestyles, economy and even our 
political structure. Unfortunately, much of 
the U.S. infrastructure is unprepared for the 
impact if a major cyber attack occurs.

» Recent hacks of voting machines have shown renewed vulnerabilities within 
the election ballot process, the counting process, and renewed calls for a 
return to paper ballots.

» Too often we have traded convenience for security and that makes us 
vulnerable.

(OSINT)– Open Sourced Intelligence Briefing
Open Sourced Intelligence Briefing - Kevin Freeman, CFA and Maj. Adam Kraft (ret).

https://www.economicwarroom.com
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» Cyber can now dovetail into lawfare. Our adversaries 
are funding D.C. lobby fronts against US economic 
output. Foreign interests are creating U.S. legislation 
as a weapon. Many are doing this without registering as 
foreign agents, which offers a legal response.

» Russia, China and other nation-states are the usual 
suspects, but now non-state actors and some multi-
national corporations that can benefit from economic 
chaos are risks as well.

» With cyber, it is easier for the “George Soros types” 
of the world to implement manipulative intrusions.

» Putin is using cyber exploitation, social media 
manipulation, and lawfare as a threat to U.S. energy 
production.

» Foreign-funded lobby fronts use environmental groups as a weapon against energy 
production. Many are not registering as foreign entities.

https://www.economicwarroom.com
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» As little as $10-$15 million can easily be used to purchase a lobbying front. 
That can use lawfare to work against the U.S. and our citizens with billions of 
dollars in economic impact.

» K Street has many groups that 
are units for hire. Foreign 
governments are leveraging 
this for increased regulations 
that would hamper American 
productivity. 

» The more the government is 
involved in regulation, the more 
likely that foreign governments 
can attempt to manipulate the U.S. 
system and control the economy.

https://www.economicwarroom.com
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 K Street- PLA spy encounter with Kevin Freeman 

 After speaking at an event in Washington D.C.,a Chinese professor 
at a major University came up to speak with me. I looked at 
her card and said, “you’re PLA, aren’t 
you?” She smiled and answered “yes.” I 
asked her if the things I spoke about 
were correct, she smiled again and said 
“yes.”  “Aren’t you worried I’m telling 
people?” “No,” she answered smiling 
again. “They will not believe you, and 
besides we own half of Washington.” 
“Who owns the other half?” I asked. She 
quickly answered, “the Saudis.”

Current examples of Economic tools 
America is using around the world.

North Korea and Iran are still threats, but they are being dealt with. We could 
be turning a corner on these, although there is still more work to do. Examples 
of using economic warfare can be seen through the use of both a carrot and  
a stick.
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• Iran – The U.S. used a stick. Sanctions have hit Iran’s economy hard. Their 
currency is collapsing, and economic weapons being used against the current 
regime are having an impact. The Iranian government is a controlled economy 
with a theocratic dictator leadership using a socialist system. Iran’s 
government was an ally with Venezuela. Iranians have seen the collapse of 
the Venezuelan model and are well aware of the current economic threats 
they are facing. The Iranians are a great people that is unfortunately 
controlled by terrible regime, hurting Iran and its citizens. Can economic 
sanctions help bring freedom? Let’s watch and see what happens next.

Iran establishes ‘economic war room’ in preparation for US sanctions
https://thenewsrep.com/105765/iran-establishes-economic-war-room-in-preparation-for-us-sanctions/

 
Ayatollah Khamenei calls U.S. Treasury ‘economic war room’
https://www.tehrantimes.com/news/423162/Ayatollah-Khamenei-calls-U-S-Treasury-economic-war-room

• North Korea – We have seen some response, and America initially offered 
more of a carrot approach. President Trump showed what could be happening 
economically with freedom in North Korea. We have seen our Korean War 
veteran remains returned and some progress with nuclear testing being put 
on hold. With no firm commitment toward denuclearization, however, the stick 
approach must be leveraged including tightening sanctions. Kim Jung Un has 
reached out to the Trump administration for further discussions and a few 
new threats.

https://thenewsrep.com/105765/iran-establishes-economic-war-room-in-preparation-for-us-sanctions/ 
https://www.tehrantimes.com/news/423162/Ayatollah-Khamenei-calls-U-S-Treasury-economic-war-room 
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Economic Patriot Action Step
1. Check with your advisor to see if you should have some investments 

in cyber security/ cyber defense.

2. Watch and share Economic War Room episodes on Facebook and 
BlazeTV.

https://Facebook.com/economicwarroom
https://get.blazetv.com/economic-war-room/
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Cyber Pearl Harbor
Russia’s Pearl Harbor 2.0 Asymmetrical War Plans, Gulftainer, Club-K, and EMP
https://www.centerforsecuritypolicy.org/2018/10/24/russias-pearl-harbor-2-0-asymmetrical-war-
plans-gulftainer-club-k-and-emp/
 
Power outages, bank runs, changed financial data: Here are the ‘cyber 9/11’ scenarios that really 
worry the experts
https://www.cnbc.com/2018/11/18/cyber-911-scenarios-power-outages-bank-runs-changed-data.
html
 
Many of the US Military’s Newest Weapons Have Major Cyber Vulnerabilities: GAO
https://www.defenseone.com/technology/2018/10/many-us-militarys-newest-weapons-have-major-
cyber-vulnerabilities-gao/151878/
 
What can we learn from the “most devastating” cyberattack in history?
https://www.cbsnews.com/news/lessons-to-learn-from-devastating-notpetya-cyberattack-wired-
investigation/
 
America Is Under Attack, and It’s More Than Russian Election-Meddling
https://www.hstoday.us/subject-matter-areas/infrastructure-security/perspective-america-is-
under-attack-and-its-more-than-russian-election-meddling/
 

The National Intelligence Director Issued a Warning About a Cyber 9/11-Like Cyberattack
https://slate.com/technology/2018/07/u-s-intel-chief-warns-of-a-crippling-cyberattack-against-
our-critical-infrastructure-what-does-he-mean.html
 
Warnings about a massive cyberattack aren’t new – intelligence officials have raised red flags for 
years
https://www.cnbc.com/2018/07/24/cyberattack-warnings-from-us-intelligence-officials-are-not-
new.html
 
The Next Financial Attack
https://globaleconomicwarfare.com/2017/11/the-next-financial-attack/
 
  
Russia
 UK: Russian spies behind the supposed ISIS ‘Cyber Caliphate’
https://www.washingtonexaminer.com/policy/defense-national-security/uk-russian-spies-behind-
the-supposed-isis-cyber-caliphate
 
Russian hackers are said to have infiltrated US electric utilities
https://www.cnbc.com/2018/07/18/russian-hackers-are-said-to-have-infiltrated-us-electric-
utilities.html
 

@ EconomicWarRoom

https://www.centerforsecuritypolicy.org/2018/10/24/russias-pearl-harbor-2-0-asymmetrical-war-plans-gulftainer-club-k-and-emp/
https://www.centerforsecuritypolicy.org/2018/10/24/russias-pearl-harbor-2-0-asymmetrical-war-plans-gulftainer-club-k-and-emp/
https://www.cnbc.com/2018/11/18/cyber-911-scenarios-power-outages-bank-runs-changed-data.html
https://www.cnbc.com/2018/11/18/cyber-911-scenarios-power-outages-bank-runs-changed-data.html
https://www.defenseone.com/technology/2018/10/many-us-militarys-newest-weapons-have-major-cyber-vulnerabilities-gao/151878/
https://www.defenseone.com/technology/2018/10/many-us-militarys-newest-weapons-have-major-cyber-vulnerabilities-gao/151878/
https://www.cbsnews.com/news/lessons-to-learn-from-devastating-notpetya-cyberattack-wired-investigation/
https://www.cbsnews.com/news/lessons-to-learn-from-devastating-notpetya-cyberattack-wired-investigation/
https://www.hstoday.us/subject-matter-areas/infrastructure-security/perspective-america-is-under-attack-and-its-more-than-russian-election-meddling/
https://www.hstoday.us/subject-matter-areas/infrastructure-security/perspective-america-is-under-attack-and-its-more-than-russian-election-meddling/
https://slate.com/technology/2018/07/u-s-intel-chief-warns-of-a-crippling-cyberattack-against-our-critical-infrastructure-what-does-he-mean.html
https://slate.com/technology/2018/07/u-s-intel-chief-warns-of-a-crippling-cyberattack-against-our-critical-infrastructure-what-does-he-mean.html
https://www.cnbc.com/2018/07/24/cyberattack-warnings-from-us-intelligence-officials-are-not-new.html
https://www.cnbc.com/2018/07/24/cyberattack-warnings-from-us-intelligence-officials-are-not-new.html
https://globaleconomicwarfare.com/2017/11/the-next-financial-attack/
https://www.washingtonexaminer.com/policy/defense-national-security/uk-russian-spies-behind-the-supposed-isis-cyber-caliphate
https://www.washingtonexaminer.com/policy/defense-national-security/uk-russian-spies-behind-the-supposed-isis-cyber-caliphate
https://www.cnbc.com/2018/07/18/russian-hackers-are-said-to-have-infiltrated-us-electric-utilities.html
https://www.cnbc.com/2018/07/18/russian-hackers-are-said-to-have-infiltrated-us-electric-utilities.html
https://www.facebook.com/economicwarroom
https://www.twitter.com/economicwarroom
https://www.economicwarroom.com
https://www.crtv.com/econ
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Russia can’t be allowed to get away with its brazen aggression against Ukraine
https://www.nytimes.com/2018/12/05/opinion/petro-poroshenko-putin-ukraine.html
 
Fears mount: Putin’s Russia poised to seize more of Ukraine?
https://www.washingtonexaminer.com/policy/defense-national-security/fears-mount-putins-russia-
poised-to-seize-more-of-ukraine
 
Russia, Too, Is Building a Giant War Cloud
https://www.defenseone.com/technology/2018/06/russia-too-building-giant-war-cloud/148822/
 
Xi touts Putin ties as US tensions bring them closer
https://www.yahoo.com/news/xi-touts-putin-ties-us-tensions-brings-them-095441603.html
 
Beyond the State Sponsors List: Finding the Right Tools to Counter Russia
https://warontherocks.com/2018/04/beyond-the-state-sponsors-list-finding-the-right-tools-to-
counter-russia/
 
If This Isn’t the Trump Doctrine, It Should Be
https://globaleconomicwarfare.com/2018/07/if-this-isnt-the-trump-doctrine-it-should-be/
 
Russia Targets US Grid
https://www.centerforsecuritypolicy.org/2018/03/20/russia-targets-us-grid/
 
 
 

China
How China’s Elite Hackers Stole the World’s Most Valuable Secrets
https://www.wired.com/story/doj-indictment-chinese-hackers-apt10/
 
Understanding the Chinese Communist Party’s Approach to Cyber-Enabled Economic Warfare
http://www.defenddemocracy.org/media-hit/zack-cooper-understanding-the-chinese-communist-
partys-approach-to-cyber-enabled-e/
 
China’s hottest new read: ‘On Protracted War’ by Mao — with a Trump-era twist
https://www.washingtonpost.com/world/asia_pacific/chinas-hottest-new-read-on-protracted-war-
by-mao--with-a-trump-era-twist/2018/12/18/e685ab1a-ff7a-11e8-ba87-8c7facdf6739_story.html
 
How arrest of Chinese ‘princess’ exposes regime’s world domination plot
https://nypost.com/2018/12/22/how-arrest-of-chinese-princess-exposes-regimes-world-
domination-plot/
 
China’s Communist Party Expands Control Under Xi
https://freebeacon.com/national-security/chinas-communist-party-expands-control-xi/
 
China’s President Orders Military To “Prepare For War”
https://www.zerohedge.com/news/2018-10-28/chinas-president-orders-military-prepare-war
 

https://www.nytimes.com/2018/12/05/opinion/petro-poroshenko-putin-ukraine.html
https://www.washingtonexaminer.com/policy/defense-national-security/fears-mount-putins-russia-poised-to-seize-more-of-ukraine
https://www.washingtonexaminer.com/policy/defense-national-security/fears-mount-putins-russia-poised-to-seize-more-of-ukraine
https://www.defenseone.com/technology/2018/06/russia-too-building-giant-war-cloud/148822/
https://www.yahoo.com/news/xi-touts-putin-ties-us-tensions-brings-them-095441603.html
https://warontherocks.com/2018/04/beyond-the-state-sponsors-list-finding-the-right-tools-to-counter-russia/
https://warontherocks.com/2018/04/beyond-the-state-sponsors-list-finding-the-right-tools-to-counter-russia/
https://globaleconomicwarfare.com/2018/07/if-this-isnt-the-trump-doctrine-it-should-be/
https://www.centerforsecuritypolicy.org/2018/03/20/russia-targets-us-grid/
https://www.wired.com/story/doj-indictment-chinese-hackers-apt10/
http://www.defenddemocracy.org/media-hit/zack-cooper-understanding-the-chinese-communist-partys-approach-to-cyber-enabled-e/
http://www.defenddemocracy.org/media-hit/zack-cooper-understanding-the-chinese-communist-partys-approach-to-cyber-enabled-e/
https://www.washingtonpost.com/world/asia_pacific/chinas-hottest-new-read-on-protracted-war-by-mao--with-a-trump-era-twist/2018/12/18/e685ab1a-ff7a-11e8-ba87-8c7facdf6739_story.html
https://www.washingtonpost.com/world/asia_pacific/chinas-hottest-new-read-on-protracted-war-by-mao--with-a-trump-era-twist/2018/12/18/e685ab1a-ff7a-11e8-ba87-8c7facdf6739_story.html
https://nypost.com/2018/12/22/how-arrest-of-chinese-princess-exposes-regimes-world-domination-plot/
https://nypost.com/2018/12/22/how-arrest-of-chinese-princess-exposes-regimes-world-domination-plot/
https://freebeacon.com/national-security/chinas-communist-party-expands-control-xi/
https://www.zerohedge.com/news/2018-10-28/chinas-president-orders-military-prepare-war
https://www.economicwarroom.com
https://www.crtv.com/econ
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“We Will Be At War With China In 15 Years” Predicts Former Commander Of U.S. Army In Europe
https://www.zerohedge.com/news/2018-10-25/we-will-be-war-china-15-years-predicts-former-
commander-us-army-europe
 
Six Ways China Uses Economic Villainy to Edge Out Competitors
https://www.breitbart.com/national-security/2018/12/25/six-ways-china-uses-economic-villainy-to-
edge-out-competitors/
  
Iran
Top Treasury Official: Business with Iran’s Revolutionary Guard Corps Risks ‘Most Draconian 
Sanctions’ Available
http://www.weeklystandard.com/top-treasury-official-business-with-irans-revolutionary-guard-
corps-risks-most-draconian-sanctions-available/article/2005025#
 
Iran’s Economy Getting Crushed as Trump Sanctions Kick In
https://www.westernjournal.com/irans-economy-getting-crushed-trump-sanctions-kick/
 
On Eve of New Sanctions, Iranian Regime Whips Up Anti-American Anger
https://www.wsj.com/articles/on-eve-of-new-u-s-sanctions-iranian-regime-whips-up-anti-
american-anger-1541342802
 
Iran admits: Regime working with Soros organization
http://www.israelnationalnews.com/News/News.aspx/251472
 

Iran crowds reportedly chant ‘death to the dictator!’ as US sanctions increase economic unrest
http://www.foxnews.com/world/2018/08/07/iran-crowds-reportedly-chant-death-to-dictator-as-us-
sanctions-increase-economic-unrest.html
 
Iran CIVIL WAR brewing: Fury at ‘corrupt’ regime – ‘they make us poorer every day’
https://www.express.co.uk/news/world/1000091/iran-news-trump-nuclear-deal-donald-trump-
sanctions-rouhani
 
Joe Lieberman: President Trump Deserves A Lot Of Credit For Pulling Out of The Iran Deal
https://radio.foxnews.com/2018/08/06/joe-lieberman-president-trump-deserves-a-lot-of-credit-for-
pulling-out-of-the-iran-deal-and-re-imposing-sanctions/
 
Why Does Europe Prefer Iran? The Hand that Feeds Just Got Bitten
https://globaleconomicwarfare.com/2018/10/why-does-europe-prefer-iran-the-hand-that-feeds-
just-got-bitten-again/
 
Death to the Dictator
https://globaleconomicwarfare.com/2018/08/death-to-the-dictator/
 
 
 
  @ EconomicWarRoom

https://www.zerohedge.com/news/2018-10-25/we-will-be-war-china-15-years-predicts-former-commander-us-army-europe
https://www.zerohedge.com/news/2018-10-25/we-will-be-war-china-15-years-predicts-former-commander-us-army-europe
https://www.breitbart.com/national-security/2018/12/25/six-ways-china-uses-economic-villainy-to-edge-out-competitors/
https://www.breitbart.com/national-security/2018/12/25/six-ways-china-uses-economic-villainy-to-edge-out-competitors/
http://www.weeklystandard.com/top-treasury-official-business-with-irans-revolutionary-guard-corps-risks-most-draconian-sanctions-available/article/2005025#
http://www.weeklystandard.com/top-treasury-official-business-with-irans-revolutionary-guard-corps-risks-most-draconian-sanctions-available/article/2005025#
https://www.westernjournal.com/irans-economy-getting-crushed-trump-sanctions-kick/
https://www.wsj.com/articles/on-eve-of-new-u-s-sanctions-iranian-regime-whips-up-anti-american-anger-1541342802
https://www.wsj.com/articles/on-eve-of-new-u-s-sanctions-iranian-regime-whips-up-anti-american-anger-1541342802
http://www.israelnationalnews.com/News/News.aspx/251472
http://www.foxnews.com/world/2018/08/07/iran-crowds-reportedly-chant-death-to-dictator-as-us-sanctions-increase-economic-unrest.html
http://www.foxnews.com/world/2018/08/07/iran-crowds-reportedly-chant-death-to-dictator-as-us-sanctions-increase-economic-unrest.html
https://www.express.co.uk/news/world/1000091/iran-news-trump-nuclear-deal-donald-trump-sanctions-rouhani
https://www.express.co.uk/news/world/1000091/iran-news-trump-nuclear-deal-donald-trump-sanctions-rouhani
https://radio.foxnews.com/2018/08/06/joe-lieberman-president-trump-deserves-a-lot-of-credit-for-pulling-out-of-the-iran-deal-and-re-imposing-sanctions/
https://radio.foxnews.com/2018/08/06/joe-lieberman-president-trump-deserves-a-lot-of-credit-for-pulling-out-of-the-iran-deal-and-re-imposing-sanctions/
https://globaleconomicwarfare.com/2018/10/why-does-europe-prefer-iran-the-hand-that-feeds-just-got-bitten-again/
https://globaleconomicwarfare.com/2018/10/why-does-europe-prefer-iran-the-hand-that-feeds-just-got-bitten-again/
https://globaleconomicwarfare.com/2018/08/death-to-the-dictator/
https://www.economicwarroom.com
https://www.crtv.com/econ
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North Korea
 Kim Jong Un reaches out to South Korea
https://www.washingtonexaminer.com/news/kim-jong-un-sends-year-end-letter-to-south-koreas-
moon-jae-in
 
Amid stalled nuclear talks, North Korea’s Kim reportedly sends message to Trump
https://www.cnbc.com/2018/12/31/north-koreas-kim-reportedly-sends-message-to-trump-on-
nuclear-talks.html
 
Counterfeiting the Dollar: North Korea’s Secret Weapon
https://globaleconomicwarfare.com/2012/02/counterfeiting-the-dollar-north-koreas-secret-
weapon/
 
Kim Jong Un expected to give New Year’s Day speech highlighting North Korea’s priorities
https://www.foxnews.com/world/kim-jong-un-expected-to-give-new-years-day-speech-
highlighting-north-koreas-priorities
 
North Korean Missile Tests: A Wary Pause
https://www.cfr.org/article/north-korean-missile-tests-wary-pause
 
 

Non-state Actors
Iran admits: Regime working with Soros organization
http://www.israelnationalnews.com/News/News.aspx/251472
 
WSJ: Soros Transfers $18 Billion to His Open Society Non-Profit Group
https://www.newsmax.com/finance/streettalk/george-soros-open-society-non-profit-black-lives-
matter/2017/10/17/id/820271/?ns_mail_uid=3373373
 
George Responds To Hungary’s “Massive Anti-Soros Propaganda Effort”
http://www.zerohedge.com/news/2017-11-20/george-responds-hungarys-massive-anti-soros-
propaganda-effort
 
Who is Soros? https://www.facebook.com/excaliburnewsnetwork/videos/1298173926958808/
 
Soros Unmasked?
https://globaleconomicwarfare.com/2016/08/soros-unmasked/
 
Trump pulling all U.S. troops from Syria, declaring ISIS defeated
https://www.pbs.org/newshour/world/trump-pulling-all-u-s-troops-from-syria-declaring-isis-
defeated
 
The Very Real Threat of Civilization Jihad
https://globaleconomicwarfare.com/2016/03/the-very-real-threat-of-civilization-jihad/

https://www.economicwarroom.com
https://www.crtv.com/econ
https://www.facebook.com/economicwarroom
https://www.twitter.com/economicwarroom
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https://www.cnbc.com/2018/12/31/north-koreas-kim-reportedly-sends-message-to-trump-on-nuclear-talks.html
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